O Alpine

Testing Solutions

SECURITY SIMPLIFIED:

Lisa S. O’Leary, Ph.D. — V.P. of Product and Service Management &

Senior Psychometrician
Corina M. Owens, Ph.D. — Psychometric Solution Designer & Senior

Psychometrician
1



Prevention

Mitigation Detection

Enforcement

Systematic Security



https://www.alpinetesting.com/

SEC RITY sim plified

Workshop Objectives

* defining what preventative actions can be taken to deter
anomalous testing behavior,

* defining what data forensic and statistical analyses could be run
to address your testing programs unique needs (and how to
interpret those findings in a useful way),

* providing guidance on defensible enforcement actions, and

* recommending mitigation strategies to implement at the exam
and program level to decrease security issues in the future.
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Prevention

* Rapid and robust content development
= Deep item banks

* Publication strategy and cadence that matches your exam audience
and security concerns

e Alignment of policies across your program

* Delivery modality and selection of delivery providers
 SME and system protocols
* Verified credentials
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What about you?

* What prevention strategies do you implement in your programs?
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Mitigation

e Active monitoring of item, form, and candidate performance
trends throughout the life cycle of exams and programs
= Same exam across time
- Review longitudinal data to determine exam specific next steps

= Same program across exams
- Review aggregate data to discuss programmatic patterns
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Mitigation: Web Crawling

e Aides in the monitoring of stolen exam content that is available
on the web
= Availability and amount of exam content available on the web is clear and
obvious evidence that content has been exposed

* May be used in conjunction with forensic analyses or used
independently
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Mitigation

* Breakout group activity
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Mitigation

* Warning lights activated, now what?
= Conduct targeted data forensics based on security concern

= Revisit prevention strategies to take exam specific action
- Content development
- Form publication
- Exam delivery

= Adjust and communicate

- Candidate policies
- Delivery provider agreements
- Test design details
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Data Forensics — Piracy and Access to Content

* |dentification of Candidates’ Pre-Knowledge
= Differential Person Functioning (DPF)
= Bivariate Score by Time (BST)

* |dentification of Exposed Content

= Differential Iltem Functioning (DIF)
= Drift
= Unscored-Only Analysis
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Data Forensics — Candidate Conduct

e Collusion among test takers
= Response Similarity Index (RSI) Analyses
= Score Similarity Index (SSI) Analyses
= Cluster Analyses

* Proxy Test Taking
= Flags from delivery provider
= Behavior analyses
= Proctoring information
= Collusion analyses
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Similarity Indices with Clustering

Total No. of Total No. of No. of Percent Flagged No. of Unique Candidate Percent Flagged

Candidate Records  Pairs Analyzed Flagged Pairs Candidate Pairs Records Flagged Candidate Records
A 4,883 11,919,403 536 0.004% 281 5.75%
B 4,828 11,652,378 323 0.003% 247 5.12%

Form
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Enforcement

e Consult with legal

 Establish written security policy

* Require candidate agreements
 Establish candidate appeals process

e Conduct comprehensive data forensics

* Triangulate multiple sources evidence of anomalous behavior ’ '

prior to taking action
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What about you?

 What enforcement actions do you implement in your programs?
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Enforcement Actions

* Warning email
* Require review prior to exam/certification results being available
e Restriction on future registration
* Exam status change
* Credential status change

e Add to watch list r*

 Add to banned list
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Let’s apply what we learned...

* Large Group Activity

&
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Key Takeaways

* Document security prevention, mitigation, detection, and enforcement policies

* Consult with your legal team/advisors on planned security policies and prior to taking any
actions against candidates, test centers, etc. based on data forensic results

e Be transparent with candidates regarding security policies (high-level is sufficient)

e Candidate agreements should be in-line with document policies and processes

» Candidates should have opportunity and means to appeal/challenge actions taken as a result
* Triangulate multiple sources of evidence of anomalous behavior prior to taking action

* Do not target data forensic techniques at a particular subset of candidates (e.g., region, test
center, training program); all candidates should be treated fairly within a security analysis

e Continual evaluation of exam and program to determine when action should be taken
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Questions? Please reach out as questions arise.

We would love to discuss all things security!
corina.owens@alpinetesting.com
lisa.oleary@alpinetesting.com
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