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e Introductions

= Brett Foley, Ph.D. — Psychometric Service &
Industry Practice Lead

= Tara Miller — Technical Solution Designer
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TEST
DEVELOPMENT

PSYCHOMETRIC
CONSULTING

www.alpinetesting.com


https://www.alpinetesting.com/

Certification Programs Come in a Variety of Sizes O Alpine
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Reason IRT is awesome #7:
People and Items on Same Scale!

Tara
 Ability = High (2.4)

Brett
e Ability = Low (-1.5)

Question
e Difficulty = Medium (0.5) B, %0 Th—3{Pa + fe

c 13A1 + yHe — {¢P + (n

b oaPu + gn — '3 Te + 'PMo + 3n
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Reason IRT is awesome #8: OAlpme
Probabilistic estimates!

Which of the following is an example of a nuclear fission reaction?

A iBe + jHe — 2C
B 50Th—%{Pa + Qe

c T3AL + 3He — 0P + §n

Qu est i O n D. ZSZPu + éu — 1§Z7Te + lfngo + 3511

Brett  Difficulty = Medium (0.5)
 Ability = Low (-1.5)
* Prob. of correct answer = 12% * Probability Brett & Tara BOTH get the

qguestion RIGHT:
= 12% x 87% =10%

* Probability Brett & Tara Both get the
guestion WRONG:

= 88% x 13%=11%

Tara
* Ability = High (2.4) * Probability Brett & Tara Both get the
* Probability of correct answer = 87% SAME OUTCOME:

= 10% + 11%=21%
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Reason IRT is awesome #9: O Alpine
Security Analysis

Probability of g < * For this 10 item quiz:

same outcome

= We expect Brett and Tara to have
about 3 outcomes in common

1 22%

2 % . )
=0 = What if we observe Brett and Tara’s

3 Lo Results and they have 8 outcomes in

4 41% common?

5 20% = There’s a 0.2% chance Brett and Tara

6 1% have 8 or more common outcomes

v 40% given their ability and the difficulty of

the test (about 1 in 600)

3 26%

9 31%

10 44%

TOTAL 300% or 3
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Prevention

\ Detection /

Mitigation

O Alpine

Enforcement
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Two Alpine Security Tools: SSI & RS O Alpine

e Score Similarity Index (SSI) e Response Similarity Index (RSI)

= Estimates the probability that the « Estimates the probability that the
observed similarity in observed similarity in
the scored responses between any the actual responses between any
pair of examinees completing the pair of examinees completing the
same test form is greater than the same test form is greater than the
expected similarity expected similarity
Big Idea:

|dentify pairs of examinees with unusual numbers of matching
scores/responses.

www.alpinetesting.com
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SSI & RSI: What are they good for? O Alpine

Testing Solutions

Can ldentify...

* Pairs of colluders
= “Sneaky peekers”

* Groups of colluders/exposed content
= Multiple examinees accessing same brain dump website during preparation.
= Group of examinees all using the same proxy test takers.

www.alpinetesting.com
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SSI & RSI: Benefits and Limitations O Alpine

Testing Solutions

e Score Similarity Index (SSI) * Response Similarity Index (RSI)
= Benefits = Benefits
- Easier calculation - Potential for increased certainty

- Work for more item types

= Limitations = Limitations
- Potentially decreased certainty - \I</IV(C);kS with fewer item types (4/5 option

- Model assumptions/fit
- Software/sample size requirements

Big Idea:
Both are awesome tools. Best choice will vary based on design
of exams/program.
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Limitations of SSI/RSI as stand-alone tools
Running occasionally with other psychometric analyses

 Stand-alone SSI/RSI analysis done regularly...
= Excellent for monitoring security concerns
= Large number of additional supporting analyses available

* Delayed identification
= Credentials may have been awarded
= Harm done

* Requires manual action across systems
Result review/decision making
Application

Delivery

Reporting

OA
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Solution: CM Advanced Security Scripts

* Approximations of SSI/RSI are built in to CertMetrics

* Not reliant on IRT person/item parameters
= Closely approximates IRT-based estimates

e Benefits

= Taking action
- Analyzed on import
- Potential to find before credentialing
- Customizable look-back window
- Customizable flagging (can be linked to other security indicators)
- Automation of Actions

= Complex programs

- Standardize across multiple credentials
- Or customize actions for each

OA
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SECURITY simplified OAlpine

Custom Criteria Applied

* Foundational Flags * Advanced Security Analyses
= Exam retake policy violation

= Approximation Score Similarity Index
- Exam retake after passing (SSI)

= Exam retake score increase = Approximation Response Similarity
& Index (RSI)

= |[tem Comparison Subset Differential

= Iltems answered too quickly

= Embargoed country test taker
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SECURITY simplified OAlpine

Work Flow

Consultation Data Imports Analyses & Custom Action
& During Flags Applied Criteria IELGE

Initial Set-up Administrations on Import Applied Automatically

Why are these important?
Can’t we just use the best settings?

www.alpinetesting.com


https://www.alpinetesting.com/

Benefits of Client Consultation O Alpine

Security approach should match client goals

Example goals:

* “I don’t know if we have any security problems. Can our exam data help us
understand if we do?”

* “We must avoid giving credentials to examinees who cheat. Catching
candidates with untrustworthy results and taking action is our priority.”
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Benefits of Client Consultation
Balancing false positives/negatives

L
More conservative flagging...

- Catches fewer cheaters
- Can increase certainty

- Increases chance for false
negatives

More aggressive flagging...
- Catches more cheaters
- Can decrease certainty

- Increases chance for false
positives

OA
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Client Consultation Example O Alpine

Addressing the probabilistic nature of flagging criteria

 SSI/RSI are probabilistic * Number of candidate pairs grows
geometrically with the number of

* Threshold for “unusual/suspect” A _
exam administrations:

must be chosen
= 1in1,000? * 100 exams = 4,950 pairs

= 1in 10,000° * 500 exams = 124,750 pairs
= 1in 1,000,000,000°7 )
" « 2000 exams = 1,999,000 pairs

If we use a flagging criteria of 1 in 10,000 and have 2000 exams, we can
expect about 200 candidate pairs to be flagged, just by chance.

www.alpinetesting.com
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Client Consultation Example OAlpme
Flagging only for a trial period

* Can be useful to try out a flagging strategy
= See how it works (e.g., flagging rate)
= Make adjustments

* Once flagging criteria have been reviewed, then define automated actions.

Automated Actions

= One of the most powerful features of CM combined with the
Advanced Security Module.
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CertMetrics Flagged Result - Reporting O)Alpine
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il CertMetrics Reporting 2 ? | ginar@demo

% Favorites [ ] Browse §=1 Comments

Home » Demo - Security - Advanced Security - Candidate Violation Details

|4 £ 1 of22 > Bl @)

@®

100% v = . Find | Next

Candidate Violation Details

Reg ID MM Exam Scaled Score Exam Language Violation Type ) Violation Detail

4162821 Emily Barnes 2122-03-10 Exam 00103 Invalid 47.0000 §07.0000 3/9/2022 103_FormB Advanced Rule S5l and Subset Score 3/M10/2022 3:15:58
12:00:00 AM =4 AM

312584 Dave Melson USA 2122-03-10 Exam 00101 Invalid p 47.0000 807.0000 3/9/2022 101_FormA ESP Advanced Rule RSI repeat offense 3/M10/2022 3:15:48 1
12:00:00 AM AM

652489 Adam Maust Exam 00600  UnderReview p 60.0000 962.0000 312/2022 600_FormA CHS RSI Overlapping exam 3/12/2022 3:16:00 0
12:00:00 AM count: 4 AM

42584165 Michael Andraws EGY Exam 00202  UnderReview p 51.0000 902.0000 2/22/2022 202_FormD ENU S8l Cwerlapping exam 2/25/2022 3:16:24 3
12:00:00 AM count: & AM

369854 Tyler Miller Exam 00102  OK p 61.0000 973.0000 3402022 102_FormF JPH S5l Owverlapping exam 352022 3:15:45 AM 1
12:00:00 AM count: 3

— —

6985632 Christian Miles FRA Exam 00301  OK f 650000 100.0000 9/20/2021 301_FormB ENU RSl Owerlapping exam 3M0/2022 3:15:48 121
12:00:00 AM count: 3 AM

853024 Rhett McDermott USA Exam 00401 UnderReview p 57.0000 942.0000 3/10/2022 401_FormD ITA ltem Subset Subset Score » 3 3M1/2022 3:16:48 1
12:00:00 AM Comparisan A

6548237 Deirdre Jackson Exam 00103  OK p 56.0000 853.0000 312022 103_Formd DEU RSI Overlapping exam 3/2/2022 3:17:25 AM 1
12:00:00 AM count: 3
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OAlpine
Candidate Account Identity Control
Psychometrically applied flagging
Custom logic and eligibility

Review queues

Security review upon import

Automated candidate communications
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Inside CertMetrics 2.0
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Search
Candidate L
cand.9599@demc-db.com
DEMO10005595
For
Impersonate »
Impersonate and Localize »
WATCHED
HOME
SUMMARY
USERS
Details
EATATUES Affiliations
REPORTINC Mailing Addresses
CANDIDATI
SPONSOR SETTINGS
SYSTEM SE'

CUSTOMER SUPPORT

SECURITY

PROGRAM HISTORY

SYSTEM ACTIVITY

Candidate

CertMetrics

CertMetrics

CertMetrics

EXTERNAL IDS

B oapine

= Details

Pablo Hunney

Impersonate »

Impersonate and Localize »

WATCHED

Change »

CANDIDATE DETAIL MENU

DETAILS

VIOLATIONS

SECTION DETAILS

COMMENTS

EXAM ATTRIBUTES

v

Name

7000

76410

76420

76421

76425

76433

76439

76444

76447

76452

76586

CertMetrics
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Tara Miller

<7 BACK

Q_ Search S
Score Time Spent Status Order Presented Section Distractor Count Response Type Response Key
0 00:00:11 z 2 1 f ~1%- none
1 00:02:08 2z 3 1 f 1.23.40.50-|%-1.1.1.1.01.0-]$-1.1.0 none
1 00:00:21 z 3 5 m BDE BDE
1 00:00:21 z 3 4 s A A
0 00:00:52 z 3 4 s A o
1 00:01:17 z 3 4 m AD AD
1 00:01:00 z 3 4 3 c <
1 00:01:46 z 3 5 m AE AE
1 00:00:26 z 3 4 s A A
1 00:01:45 2 3 4 s 8 B
0 00:01:47 z 3 1 F 2.43.1-]%-1.1,0,0-|$-0.0.1 none
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CertMetrics Reporting

SSRS Reports

bl CertMetrics Reporting

% Favorites

Home - Demo - Standard - Exams - Exams Delivered By Geography - Country

Exam Form [None),1,880,Af1-3,f100-a,f100-b |~ Exam Grade Pass,Fail Un-graded

Exam Provider [Mone], CertNet, Client-administen | ~ Exam Test Center

v
Exam Series [100-001] Associate Security EJfir |~ Exam Language | CSY,DEU,ENG,ENU ESLESN,ESP,F

Exam Type Normal Re-scored Beta ~ Exam State OK, Invalid,Under Review,Hidden
Use Fiscal Year (O True (@ False Exam Date Range | Specify date range v
Exam Start Date | 1/1/2017 CINULL  ExamEnd Date | 6/29/2022

Region Americas, Asia/Pacific EMEA Japar |~ Country [None] Afghanistan,Aland Islands

CINULL

State | | Comnany ‘
1< <oh of2? > O ® 100%
Exams Delivered by Geography - Country

HJlapan EUnknown EUS and Canada
2017
2018
2019 1
2020 1

~

Find | Next

ExamGroup v

1Date

022

Associate

Foundational

Professional

Most Recent Exam Date

AAlpine

Testing Solutions

Qlik Reports

Most Recent Exam Date Exams Delivered Candidates Available Exams Exam Languages

4/3/2022 36,288 33,373 3 2

ExamMedium v

ExamMedium

W Oniine Proctored
Standard Test Center

Standard Test Center ) oo

Online Proctored

Candidates Available Exams Exam Languages

72,962 / 2

ExamMedium

W Oniine Proctored
Standard Test

36288
W Unproctored

37687,

18600 20000 22000 24600 26000 28000 36800 32008 34000 36000 38608
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SECURITY simplified OAlpine

Work Flow

Consultation Data Imports Analyses Custom Action

& During Applied on Criteria IELGE
Initial Set-up Administrations Import Applied Automatically
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Thank you for joining us!
Questions??
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