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Security Validity Triangle
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PREVENTING THREATSTO VALIDITY

�³�$�Q���R�X�Q�F�H���R�I���S�U�H�Y�H�Q�W�L�R�Q���L�V���Z�R�U�W�K���D���S�R�X�Q�G��
�R�I���F�X�U�H�´
- Benjamin Franklin
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Security Continuum 
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Security Continuum 
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Best Practices in Prevention
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Education

�¾Website
�‡Blogs

�¾Social Media
�‡Your candidates are on there, the bad guys are on 

there �±you need to be on there too.

�¾Marketing 
�‡Press Releases
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Policies and Procedures

�¾ Security Manual �±Internal use
�‡ Limiting Access to your item bank

�™Need to know
�‡ Data security parameters set by your IT department
�‡ Critical Incident Plan
�‡ Internal security training

�¾ Candidate agreement
�‡ Presented to candidates before exam
�‡ Conduct policy and associated consequences
�‡ Confidentiality 
�‡ Retake Policy

�¾ Prerequisites for registration
�‡ Closed program
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Proactive Test Design

�¾Program Design
�‡Risk Assessment
�‡Mitigation strategies throughout the life cycle

�¾Limited delivery areas
�¾Unique forms in high risk zones
�¾Rapid Form Republication
�¾Continuous refresh
�¾Innovative Item Types
�¾CAT �±LOFT delivery
�¾Biometrics at administration
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�3�U�H�Y�H�Q�W�L�R�Q���R�Q���D���E�X�G�J�H�W�«

3/18/2015 14



Best Practices in Prevention

3/18/2015 15



F5 CERTIFIED!TM PROFESSIONAL

CERTIFICATION

KJ (Ken) Salchow, Jr.
Sr. Program Manager
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F5 Certified! TM Overview

Technology Certification
First Exam published Oct. 2012;
~2000 Certified Candidates with >3000 
Certifications (Feb 2015);
Candidates in 74 countries;
Deliver ~600 exams per month (avg);
4 Team Members (+1 in process);
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F5 Certified! TM Overview
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Key Security Practices

�³�&�O�R�V�H�G���3�U�R�J�U�D�P�´
Limited Exam Delivery
Exam Center Security
Stakeholder Investment
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Closed Program

Registration

�{ Create Account
�{ Accept CA/NDA

Validation
�{ Verify Unique Account

Eligibility
�{ Issue Exam Specific Eligibility
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Limited Exam Delivery

�^�K�Á�v�����_��
Centers

�^�^���o�����š�_�������v�š���Œ�•
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Exam Center Security
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Stakeholder Investment

SME Recruitment
�±Internal & External

Social Media
�± �³�3�H�U�V�R�Q�D�O�´���,�Q�W�H�U�D�F�W�L�R�Q
�±Community Developed Materials
�± �³�6�R�F�L�D�O���3�U�H�V�V�X�U�H�´

�&�D�Q�G�L�G�D�W�H���³�&�R�X�Q�F�L�O�´
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COMPTIA CERTIFICATIONS

Sara Rupp
Senior Director, Exam Services
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CompTIA Overview
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Security Practices-Prevention

Education Test development 
Strategies

Policies and 
Procedures
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Education

27

�‡ Candidate Agreements
�‡ Notice on candidate 

documents/registration
�‡ Website
�‡ Articles



Candidate Agreement
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�‡ Make it easily accessible for candidates.
�‡ http://certification.comptia.org/Training/test

ingcenters/policies/agreement.aspx



Candidate Education
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�‡ Mention security policies and 
procedures/actions on all documentation 
that a candidate will see.



Articles/Blogs
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Test Development Strategies
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�‡ Rapid Form Republishing
�‡ Performance Based items
�‡ Item tagging
�‡ Limited delivery areas
�‡ Unique forms by region



Rapid Form Republishing
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�‡ Republishing forms every 45-60 days.
�‡ This has been the most effective action 

that CompTIA has taken.



Performance Based items
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Test Delivery 
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�‡ Item tagging
�‡ Limited delivery areas
�‡ Unique forms by region
�‡ Other delivery methods:

�‡Remotely proctored



Security Policies and Procedures
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�‡ Test Center Biometrics
�‡ Test Administrator Agreements/Training
�‡ Legal Agreements
�‡ �³�1�H�H�G���W�R���N�Q�R�Z�´���R�Q�O�\���D�F�F�H�V�V



Test Center Biometrics

36

�‡ Photos on score reports and pass through 
into the candidate records



Test Administrator Agreements
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Legal Agreements, Internal Access, and 
reports
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�‡ Collect NDA from vendors, experts, 
consultants, and so on.

�‡ Lock down internal access.  
�‡Who needs access to secure content?
�‡What are the risks for allowing access?

�‡ Run Reports on records after 
administration


