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Best Practices in Prevention

More Secure

Proactive Test Design
Policies and Procedures

Less Secure
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Education

3\NVebsite
tBlogs

¥Soclal Media

TYour candidates are on there, the bad guys are on
there xyou need to be on there too.

¥Marketing
tPress Releases

O Alpine

9



& https://borntolearn.mslearn.net/b/weblog/archive/2013/01/02/why-brain-dumps-are-bad

@ Southwest Airlines - Select Flig..| N Yahoo | 8 Welcome! | Linkedin | B3 Facebook | & Why Brain Dumps Are Bad - |
File Edit View Favorites Tools Help

x: Gox glc Microsoft |earning blog v '.' Search v .' E c ‘ More » 1_1 ; JIll Burroughs ~ q -

52 B XtraMath - Student Report @ 50 Questions to Get to Kn... /&2 ADP John Hancock USA - Acco... 3 Artsonia Parents Start Page £ Easy Apps Online ? M v B v [ @ v Pagev Safetyv Toolsv @~ 7

=. Microsoft Join | Signin

BOI‘n TO Lea n Training and Certification Community L

Home Rlog orum d QLD - 0

/the-gmat-blog-hub/the-official-gmat-blog/2011/nov/the-gmat-and-preventing-cheating.aspx

irline »ﬁmﬁg..lﬂ'ﬁ!m . Lm j Wlm [‘ni‘mehm (& The GMAT and Preventing ... * [
File Edit View Favorites Tools Help
| A,
x Go gEE GMAC blog ""' Search '-| ‘ - E - | Maore 3 L1 ; Jl Burroughs = Q-
5 [ XtraMath - Student Report & 50 Questions to Get to Kn... &2 ADP John Hancock USA - Acco.. * Artsonia Parents Start Page é Easy Apps Online ” ],:}[ B -= ﬂ;} * Page~ Safety~ Tools~ ‘ﬂv 7

(@ UNITED STATES v CONTACT US > LOGIN TO MY ACCOUNT > TAKE THE GMAT EXAM >

The official website of the

GMAT

THE GMAT® EXAM v FIND & COMPARE SCHOOLS v PLAN FOR BUSINESS SCHOOL v BUY STUDY MATERIALS +

The GMAT Blog Hub > The Official GMAT Blog > The GMAT and Preventing Cheating

> share print  email
The GMAT and Preventing Cheating

MNov 8, 2011
Tags: Official GMAT, Test Security

GMAC is committed to ensuring that the security of the GMAT exam is protected and that the faimess of the
exam as a tool for admissions is assured, no matter where in the world or when the exam is taken. We do this
because we believe no individual test taker should lose an oppoertunity to 2arn a graduate management Why Master in Management
degree to someone else who took an unfair advantage or cheated on the exam.

Getting a Masiers in Management

We understand the value of a management education degree, whether it's an MBA or a specialized Masters offers students practical and
Degree, and we know too how gaining this education can make a difference in a career and a life. GMAC's technical skills as well as a wide
; ; v
commitment to test takers is that we will continue to enhance measures to prevent and detect cheating on the range of job outcomes in the future.
#100% ~
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%, Security Manual xInternal use

T Limiting Access to your item bank
™\eed to know

T Data security parameters set by your IT department
t Critical Incident Plan
 Internal security training
%, Candidate agreement
T Presented to candidates before exam
T Conduct policy and associated consequences
T Confidentiality
T Retake Policy
%, Prerequisites for registration
+ Closed program
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¥Program Design
TRisk Assessment

TMitigation strategies throughout the life cycle
¥YLimited delivery areas
¥AJnique forms in high risk zones
¥Rapid Form Republication
YL ontinuous refresh
¥Annovative Item Types
YLCAT £LOFT delivery
¥Biometrics at administration
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Technology Certification
First Exam published Oct. 2012;

~2000 Certified Candidates with >3000
Certifications (Feb 2015);

Candidates in 74 countries;
Deliver ~600 exams per month (avg);
4 Team Members (+1 in process);
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38ORVHG 3URJUDP’
Limited Exam Delivery

Exam Center Security
Stakeholder Investment
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{ Create Account
{ Accept CA/NDA

{ Verify Unique Account

{Issue Exam Specific Eligibility
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SME Recruitment
+Internal & External
Social Media
+ 33HUVRQDO " ,QWHUDFWLRQ

+Community Developed Materials
+ 3S6RFLDO 3UHVVXUH"®

&§DQGLGDWH 3&RXQFLO®
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CoMPTIA CERTIFICATIONS
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Education

Test development
Strategies

Policies and
Procedures
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1 Candidate Agreements

1 Notice on candidate
documents/registration

t Website
t Articles
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- ke it easily accessible for candidates.

t http://certification.comptia.org/Training/test
Ingcenters/policies/agreement.aspx
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1 Mention security policies and

] .
procedureS/aCtlons on alr documentation

that a candidate will see.
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1 Rapid Form Republishing
1 Performance Based items
t Item tagging

t Limited delivery areas

1 Unique forms by region

31



1 Republishing forms every 45-60 days.

+ This has been the most effective action
that CompTIA has taken.
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1 Item tagging
t Limited delivery areas
1 Unique forms by region

t Other delivery methods:

tRemotely proctored
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+ Test Center Biometrics

t Test Administrator Agreements/Training

t Legal Agreements
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1 Photos on score reports and pass through
Into the candidate records
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1 Collect NDA from vendors, experts,
consultants, and so on.
i Lock down internal access.
TWho needs access to secure content?
TWhat are the risks for allowing access?

1 Run Reports on records after
administration
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